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WNndopmanmonHas namsTka s 00y4Jaromuxcst

C KaXXJIbIM T'OJOM MOJIOACKU B UHTCPHCTC CTAHOBUTHLCA 60.]]1:]]_[6, a MIKOJIbBHUKU OAHU U3 CaMbIX
AKTUBHBIX TOJb30BaTened PyHera. Mexny TeM, HOMUMO OTPOMHOrO KOJUYECTBAa BO3MOYKHOCTEM,
HUHTCPHCT HCCCT U HpOGHCMBI. OTa maMsITKa JOJI’)KHA ITOMOYb Te6€ 6630HaCHO HaxXoaAUThCA B CCTH.

KomMmnbrotepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO pPa3HOBHIHOCTh KOMIBIOTEPHBIX MPOrpaMM, OTIMYMTEIbHON
0COOEHHOCTBIO KOTOPOHU SIBIISICTCS CIIOCOOHOCTh K Pa3MHOKEHHIO. B jomonHeHue kK 3ToMy, BUPYCHI
MOTYT MOBPEIUTh WJIM TOJHOCTBIO YHUYTOXXUTh Bce (ailiBl M JaHHbIE, IOJKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHH KOTOPOTo ObUIa 3alyIIeHa 3apaKeHHasl IPOrpaMMa, a TakKe MOBPEAUTh WIN
Jla’ke YHUYTOXKUTh ONEPALMOHHYIO CHCTEMY CO BceMM (aillamu B 1iesioM. B OosiblMHCTBE cilydaeB
pacnpoCTpPaHAIOTCS BUPYCHI UePE3 UHTEPHET.

Mertoabl 3alIUTHI OT BPETOHOCHBIX MPOTPAMM:

1. Mcnionb3yi COBpEMEHHbBIE ONEPALIMOHHBIE CUCTEMbI, UMEIOINE CEPHE3HBIN YPOBEHB 3aIUThI
OT BPEJIOHOCHBIX MIPOrPAMM;

2. TlocrosHHO ycTaHaBnuBai mayTH (MUQGPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIIMBAIOTCS C IENBbI0 TOPaOOTKH TPOrpaMMbl) U JAPyrue OOHOBJICHHS CBOCH OMEpAIMOHHOMN
cucteMbl. CkaunBaii X TOJBKO ¢ OpUIIMATBLHOTO caiita pazpaborunka OC. Eciau cymecTByeT pexum
aBTOMATUYECKOTO OOHOBIICHUSI, BKIIOYH €T0;

3. Paboraii Ha CBOEM KOMITBIOTEPE TI0]1 MPaBaMHM TOJ30BATEIs, @ HE aJMUHUCTpAaTOpa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPAMM HWHCTAIIUPOBATHCS HA TBOEM IEPCOHATHLHOM
KOMITBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHbIE MPOTPAMMHBIE MPOAYKTHI H3BECTHBIX IPOU3BOJAUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannup pU3NUECKHA TOCTYH K KOMIBIOTEPY ISl TOCTOPOHHHUX JIHII,

6. Ucnonp3yit BHemIHWE HOCUTENM HWHGOpPMAIMK, Takue Kak (iemka, AUCK Wiau Gdain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMITBIOTEPHBIC (haMIIbI, TTOJIYYCHHBIC U3 HEHAIC)KHBIX UCTOYHHUKOB. [laxe Te
(aiinel, KOTOpbIE pHCIal TBOM 3HAKOMBIH. JIydIle yTouHu Y HEro, OTHPAaBIISUI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 570 He BUA mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIIL OpeH, Mapka. Eme B
1991 romy Hupaepnanackas Kommanusi 3apeructpupoBana Openn "WECA", uro o6o3Havano
cnoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "0ecrpoBoIHast TOYHOCTH'".

Jlo Haiero BpeMeHH JoIIa Ipyras abopeBuarypa, KOTopas SBISETCS TaKOH jK€ TeXHOJIOTHEH.
Ot1o abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha CTAaHIAPT BBICIICH 3BYKOBOM
texnuku Hi-Fi, 4o B mepeBose o3HauaeT "BbICOKAst TOUHOCTH'.

Ja, OecraTHBII HMHTEPHET-IOCTYN B Kade, OTeNsIX M a’poroprax SBISETCS OTIMYHON
BO3MOKHOCTBIO BbIXOJa B MHTepHET. Ho MHOTMe 3KCHepThl CUMTAroT, 4To olmenoctynHbie Wi-Fi
CETH HE SIBJISIOTCS OE30MaCHBIMH.

Cogetbl 10 0e30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsiXx Wi-fi:

1. He nepenaBaii cBoro nmunyto uHdopmarmio yepe3 odmeaoctynusie Wi-Fi cetn. Paborast B
HUX, XKeJIaTeThbHO HE BBOJUTH MAPOJIH JOCTYIIA, JOTHHBI U KAKHE-TO HOMEpPa;

2. HUcnone3ylhi U OOHOBIISI aHTHBUPYCHBIE TIporpamMMmbl W OpaHamayep. TeM caMbIM ThbI
obe3omnacuib celst OT 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;
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3. Ilpu ucnonwszoBannu Wi-Fi otkmroun Gyskimio "O0muii qoctyn K ¢daiiaam u mpuHTepam'.
Jannast GyHKIHS 3aKphITa MO YMOIYaHHUIO, OJHAKO HEKOTOPHIC MOJI30BATEIN AKTHBUPYIOT €€ IS
yn00CTBa UCIIOIB30BaHM B paboTe win y4eoe;

4. He ucnons3yit nyonmunbeii WI-FI nis nmepenadyn TMYHBIX JaHHBIX, HAPUMED N7 BEIXOAA B
COLIMAJIbHBIE CETH UJIU B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonpko 3ammuiieHHoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B mo6uneHOM Tenedone otkimoun ¢pynkuuio "llonkmoyenne k Wi-Fi apromaruuecku". He
JOTTyCKail aBTOMaTHYECKOTO TOAKIIOUEHHS yCTpoiicTBa kK ceTaM Wi-Fi 6e3 TBoero cormacusi.

ConuanbsHble ceTn

ConmanbHbIE CETH aKTHBHO BXOIAT B HAIIy >KW3Hb, MHOTHE JIIOIU pabOTAalOT U KUBYT TaM
noctostHHO, a B Facebook yxke 3apeructpupoBan mMuuidapi 4elioBEK, U4TO SBJISETCS OJHOW CEIbMOMN
BCEX JKUTENeH TuiaHeTsl. MHOTHE MOJIb30BaTeNld HE MOHUMAIOT, 4TO MH(POPMAaLUs, pa3MELeHHAs UMU
B COLMAJbHBIX CETSIX, MOXET ObITh HailleHa M MCIOJIb30BaHA KEM YrOAHO, B TOM 4HCJIE HE
00s13aTeNIbHO ¢ OJIaruMu HaMEPEeHUSIMH.

OCHOBHBIE COBETHI II0 OE30MACHOCTH B COLIMATIBHBIX CETAX:

1. Orpannys CUCOK Jpy3eil. Y TeOst B APY3bsX HE OJHKHO OBITh CIy4ailHBIX U HE3HAKOMBIX
JToei;

2. 3amumniaii cBOIO YacTHYIO XU3Hb. He yka3piBail maposu, TenedoHsbl, agpeca, 1aTy TBOETO
POXAEHUS M JAPYrylO JHYHY0 HMHQOpPMaLuio. 3JIOYMBIIUIEHHUKH MOTYT MCIOJIb30BaTh JaXe
MHPOPMAIIHIO O TOM, KaK Thl M TBOM POJIUTEIH IUTAHUPYETE MIPOBECTH KaHUKYJIBL;

3. 3ammImai CBOIO PEmyTalHIio - JIEPKHU €€ B YUCTOTE W 3ajaBail cede BOIPOC: XOTEeN OBl ThI,
4yTOOBI JIpyrHe NOJb30BATENM BHJENIW, UYTO Thl 3arpyxkaemsb? [lomymail, mpexae uYeM YTO-TO
oInyOJIMKOBaTh, HAIIUCATh U 3arPy3UTh;

4. Ecnu TBl TOBOPHILB C JIOJbMH, KOTOPBIX HE 3HACIlb, HE UCIOJb3YH CBOE pealbHOE UMS U
APYTYIO JUYHYIO HHPOPMALUU: UMsI, MECTO JKUTEIILCTBA, MECTO Y4eOBbl U IPOYEE;

5. U36eraii pazmemienust otorpaduii B MHTEpHETE, T THI M300pa)X€H Ha MECTHOCTH, IO
KOTOPOM MOXHO OIPEAEIUTD TBOE MECTOIOJIOKECHHUE;

6. Ilpu perucrtpauuu B COLMAIBHOW CETH HEOOXOAMMO HCHOJIb30BATH CIOXKHBIE HapoOiy,
cocrosmye u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. 11t conManbHOM CeTH, MOUTHI M IPYTUX CAaTOB HEOOXOANMO MCIOIb30BATh Pa3HbIE MApPOJIH.
Torna ecnu Te6st B370MAIOT, TO 3JI0YMBIIUICHHUKH TOIYy4aT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

DNEKTPOHHBIE JIEHbI U

DNEeKTPOHHBIE JECHBIM - 5TO OYCHb YIOOHBIA CIOCOO TUIaTeXed, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

OJIEKTPOHHBIE JE€HbIM MOSBWINCh COBCEM HEJAaBHO M HMMEHHO H3-3a 3TOTO0 BO MHOTHX
rocyapcTBax J10 CUX IOp HE IPONUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (QyHKIMOHUPYIOT U O HUX YK€ IPOMUCAHO B 3aKOHE, I/Ie UX Pa3AeisiioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE U HE AHOHMMHBbIE. Pa3HHMIIa B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi MpoOBOIUTh onepanuu 0e3 uIeHTU(UKALNY M0JIb30BaTeNsl, a B HEAaHOHHUMHBIX
UACHTU(UKALMS [TOJIb30BATENs ABIsETCS 0053aTEIbHOM.

Takxe cneayeT pas3nuyaTh DSJIEKTPOHHbIE (HUATHBIE JAEHbIU (PaBHBI TOCYAApCTBEHHBIM
BaJIOTaM) U AJIEKTPOHHBIC He(pUaTHBIE 1EHbIH (HE PAaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C 3JEKTPOHHBIMH JE€HbIAMHU:

1. IlpuBsxu K cyery MOOWIBHBIA TenegoH. DTO camblii ynoOHBIM M OBICTPBIH C1OCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsizanHbIN TenedoH MOMOXKET, eciu 3a0yAelb CBOW IUIaTeKHBIN
[1apoJIb UJIU 3alIelIb Ha CAlT C HE3HAKOMOI'O YCTPOUCTBA,
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2. Mcnonp3yit ogHOpaszoBbie mapond. [lociie mepexoaa Ha YCUIICHHYIO aBTOPU3AIUIO TeOE yiKe
He OyIeT yrpoKaTh OMACHOCTh KPaXXu WITU TIepeXBaTa IIaTe:KHOTO MapOJIs;

3. BeiGepu cnoxubiii mapois. [IpecTtymaukaM OyneT HE MPOCTO yraaath CIOXKHBIM MMapoJib.
HanexxHble maponu - 3TO Mapojiu, KOTOpPHIE COAepkKAaT HE MeHee 8§ 3HAKOB W BKIIOYAIOT B cebs
CTpOYHbIE U MPONUCHBbIE OYKBbI, HU(PHl U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK JAojuiapa, QyHTa,
BOCKJIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTpOHHAsI IOYTa

ONEeKTpOHHAas MOYTa - 3TO TEXHOJOTHS M IPEAOCTABISIEMBIE €H0 YCIYTH IO IEPECBUIKE U
MOJIYUYEHHUIO 3JIEKTPOHHBIX COOOIIEHUHN, KOTOPBIE PaCHpeesitoTCs B KOMIbIOTEpHON ceTh. OOBIYHO
ANEKTPOHHBIN MOYTOBBIA SIIUK BHITJSAUT CISAYIOIUM 00pa3oM: UMs_TOJB30BaTEISI(@UMS JIOMEHA.
Taxxke kpome nepeaadn NpPOCTOro TEKCTa, UMEETCS BOZMOKHOCTh MepeaaBaTh (ailiibl.

OcHOBHBIE COBETHI 110 0€30MMaCHOI padoTe C IIEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh MpaBUIIBHBIN TMOYTOBBIA CEpPBUC. B HMHTEpHETE €CTh OTPOMHBIN BBHIOOD
OecCIIaTHBIX TMOYTOBBIX CEPBHCOB, OJHAKO JIyYIle AOBEPATh TEM, KOTO 3HACHIb M KTO IEPBBIA B
pEUTHHTE;

2. He ykas3piBali B JMYHOW MouTe JWYHYI0 HWHpopMmanuioo. Hampumep, mydine BbIOpaTh
"My3bIKaJIbHBINA (haHaT@" wim "pok2013" BmecTo "Temal3";

3. Wcnonp3yil ABYX3TallHYI0 aBTOPU3ALMI0. DTO KOrJa IMOMUMO MapoJisi HY’KHO BBOJIUTH KOJ,
MpUChIIaeMbIi 10 SMS;

4. BeiOepu CIIOKHBIN TTaposib. J[1s Ka)KA0ro Mo4TOBOTO SIIMKA JOHKEH ObITh CBOW HAJICKHBIH,
YCTOWYHUBBINA K B3JIOMY MapoJib;

5. Eciu ectb BO3MOXKHOCTH HAIMCaTb CaMOMY CBOM JIMYHBIA BOIIPOC, HCIOIB3YH 3Ty
BO3MOKHOCTB;

6. Mcronb3yii HECKOIBKO MOYTOBBIX SIMKOB. IIepBbIil A1 YaCTHOMN NMEPENUCKU C afpecaTamH,
KOTOPBIM ThI JIOBEpsiellb. JTO 3JEKTPOHHBIM agpec HE HaJ0 HCIOJIb30BATh NPU PETUCTpPALMU Ha
dopymax u caifrax;

7. He oTkpwiBail (aityibl U Apyrue BIOKEHHUS B MUChMax, JaXKe €CIM OHHW MPHUIIUIA OT TBOMX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiiibr;

8. Ilocne okoHUaHWs pabOTHI HA TTOYTOBOM CEPBUCE IMEPE] 3aKPHITUEM BKJIAIKUA C CAUTOM HE
3a0ynb HaxaTh Ha "Beriitu".

KuGepOynmuHr win BUpTyaIbHOE U3/1€BaTEIbCTBO

KubepOymnuHr - mpecieoBaHUE COOOIICHHUSIMHU, COJCPKAIMMU OCKOPOJIECHUsS, arpeccuio,
3allyTUBaHKUE; XYJIMTAHCTBO; COLMAIbHOE OONKOTMpOBAaHHE C TIOMOIIBIO PA3IMYHBIX HMHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITUHIOM:

1. He Gpocaiics B 00oii. JIyumuii cioco0: mocoBEeTOBAaThCS Kak ceOsl BECTH M, €CJIM HET TOTO, K
KOMY MO>XHO OOpaTUTBCS, TO BHAUaje yCIOKOUTHCS. Ecau Thl HaUHEIb OTBEYaTh OCKOPOJICHUSIMU Ha
OCKOPOJICHUS, TO TOJIBKO €I11e OOJIbIIe Pa30XIKeNb KOH(IHUKT;

2. Yrpagnsaii cBoel Kubeppenyraimei;

3. AHOHUMHOCTG B ceTH MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a AHOHUMHBIM
aKKayHTOM;

4. He ctouT BecTH XyJUTAaHCKUA 00pa3 BUPTYalbHOH XU3HU. VIHTEpHET PUKCUPYET BCE TBOU
JEUCTBUS M COXPAHACT UX. Y AANUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

5. ColGmrosiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit eauHuuHblii HeraTuB. OIHOpPa30BbIE OCKOPOUTENbHBIE COOOIICHHUS JIydIle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcs: Ha Ha4yaJlbHOM CTaIuu;
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7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIEHUSMH, B COITUATBHBIX CETSIX
€CTh BO3MOXKHOCTh OJIOKHUPOBKH OTITPABKU COOOIIEHUH C OMPEICICHHBIX aIpeCcoB;

8. Eciiu ThI cBHzeTens kuOepOymara. TBoM MeHCTBHSI: BBICTYIIUTh IPOTUB MPECIICIOBATE,
[I0Ka3aThb €My, 4TO €ro JCUCTBUSA OLIEHUBAKOTCS HETAaTUBHO, NOAJAEPXKATh KEPTBY, KOTOPOU HYXKHA
MICUXOJIOTHYECKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOIO OBEICHUS B CETH.

MoobwunbHbIN TenehoH

CoBpeMenHble cMapT(HOHBI U MJIAHIIETHI COAEP)KaT B ceOe BIIOJIHE B3POCHbIM (pyHKIIMOHAN, U
Ternepb OHM MOTYT KOHKYPHUPOBaTh CO CTal[MOHApHBIMU KoMmmbioTepamu. OAHAKO, CPEICTB 3aIIUThI
VTS IOAOOHBIX YCTPONCTB MOKA OYeHb Mayio. TecTHpoBaHUE U MOKUCK YSA3BUMOCTEH B HUX TIPOUCXOIHT
He TaK MHTeHCUBHO, Kak i [1K, To ke camoe kacaeTcst 1 MOOMIIbHBIX MTPUIIOKEHUH.

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl YXkKe MPAKTUYECKH JOTHAIM HACTOJNBHBIE aHaJOTH,
OJIHAKO pacimmpeHrue (QyHKIMOHAMa BJIEYET 3a COOOH OOJIBIIYIO CIIOXKHOCTh W  MEHBIIYIO
3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIOIINE KPUTHYECKHE
YSI3BUMOCTH JJI CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI /sl 0€30MacCHOCTH MOOMIILHOTO TesieoHa:

Huuero He sBisieTcst mo-HactosmieMy OecrulaTHBIM. Bynas ocTopokeH, Beab Kornma tebe
npeasaraiT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIYTH;

Hymaii, npexnae ueM otnpaBuTsh SMS, ¢oro wim Buaeo. Thl TOYHO 3HAElIb, I71€ OHU OyIyT B
KOHEYHOM uTore?

Heo6x0a1Mo 0OHOBIIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(HOHA;

Hcnonp3yit aHTUBUPYCHBIE TIPOTPaMMBbI 1J11 MOOUJIBHBIX Telle(hOHOB;

He 3arpyxail npuiioxeHuss OT HEU3BECTHOTO HMCTOYHUKA, BEAb OHH MOTYT COJEPXKATh
BPEJOHOCHOE MPOTrpaMMHOE 00ecieYeHUE;

[Tocne Toro kKak ThI BBIIACIIB C caiiTa, I/ie BBOAWI JIMYHYIO HH(POPMALINIO, 321 B HACTPOHKHU
Opay3sepa u ynanu cookies;

[Teproauiecku nmpoBepsiii, KaKue MIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JaBaii cBoii HOMep MOOMJIBHOTO TejedoHa TOJBKO JIIOISM, KOTOPBIX ThI 3HACIHIh U KOMY
JIOBEpSIEIIb;

Bluetooth momkeH OBITH BBIKITIOYEH, KOTZIAa Thl UM HE TOJb3yelibcs. He 3a0biBaii mHOTIA
IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHBIE ~ OHJAWH-WIPBI - 3TO  KpPAacodYHBIC, 3aXBATHIBAIOIINE  pa3BICUYCHUS,
OOBEIUHSIONINE COTHU THICAY YENOBEK MO BceMy Mupy. Wrpoku uCCIeayroT ITaHHBIM UM MHP,
00IIaroTCs IPYr C APYroM, BBIMOJHSIOT 3a/aHHs, CPAXKAIOTCS ¢ MOHCTPAaMH M IOJIYYaloT OMBIT. 3a
YIIOBOJILCTBHE OHHU IUIATAT: MOKYNAIOT JAMCK, OIJIAYMBAIOT a0OHEMEHT WJIM MPHOOPETAroT KaKHe-TO
OTIIIHH.

Bce a1u cpencTBa uayT Ha mojJepiKaHUE U Pa3BUTHE UIPHI, a TAK)XKE HA caMy 0e30MacHOCTh:
COBEPIIECHCTBYIOTCSI CHCTEMBI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC MAaT4M (IU(POBBIC 3aIUIATKH IS
MIPOTpaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOUT OMacaThCsl HE CTOJBKO CBOMX COIEPHUKOB, CKOJBKO KPaXkKW TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPHU3AIMH OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MaCHOCTH TBOETO HI'POBOT'O AKKAyHTA:

1. Ecnu npyroit urpok BeneT ceds MmiIoXo WM co3/1aeT Tede HEMpUsATHOCTH, 3a0JIOKUPYH ero B
CIIMCKE UT'POKOB;

2. Tloxamyiicst aAMUHUCTpATOpPaM WIPbl Ha IUIOXOE MOBEICHHUE STOI0 WIPOKA, >KEIATEIbHO
HPUIOKUTH KaKHe-TO JOKa3aTeIbCTBA B BU/IE CKPHHOB,;

3. He yka3bIBaii THYHYI0 HHPOPMALIUIO B Tpodaiiie urpsl;
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4. YBaxail Apyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(UIIUATbHBIE TTATYH U MOJBL;

6. Mcnonib3yl CI0KHBIE U pa3HbIE MMAPOJIH;

7. Jaxe BO BpeMs UI'PbI HE CTOUT OTKJIKOYaTh aHTUBHUpPYC. [IoKa ThI Hrpaeib, TBOW KOMIIBIOTED
MOTYT 33apa3HTh.

OUIIMHT UK KpaXka JIMYHBIX JTAHHBIX

OObIYHON Kpakel JeHer U JTOKYMEHTOB CETOJIHSl YK€ HHKOTO HE YIWBHUIIb, HO C Pa3BUTHUEM
WHTEPHET-TEXHOJIOTUN 3JI0YMBIIUICHHUKA MEPEMECTUINCh B MHTEPHET, U MPOAOKAIOT 3aHUMAThCs
"IIFOOUMBIM" 1ETIOM.

Tak mosiBMIIach HOBas Yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUINUHT, TIAaBHAs IENb
KOTOPOTO COCTOUT B MOJYYEHUH KOH(MUIEHIIMAIbHBIX JaHHBIX MOJIb30BATENEH - IOTUHOB U MapoJeil.
Ha anrnmiickom s3bike phishing uuraercst kak ¢umuHr (ot fishing - peibnas nosins, password -
MapoJib).

OcHoBHBIE COBETHI IO OOpHOE C PUITHHTOM:

1. Cnenu 3a cBonM akkayHTOM. Ecim ThI Of103peBaciib, YTO TBOSI aHKETa Oblja B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTh AAMIUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. HWcnonp3yit Oe3omacHble BeO-CalThl, B TOM YHCIIC, MHTEPHET-Mara3uHOB M TOMCKOBBIX
CHUCTEM;

3. Ucnonw3yil CIOXHBIE W pa3Hble Maposid. Takum o0pa3oM, eciau TeOs B3JIOMAalT, TO
3JI0YMBIIIJICHHUKH TOJyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UITIO B CETH, @ HE KO BCEM;

4. Ecnu Tebst B3noManu, TO HEOOXOIUMO MpPEenyNnpeauTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
no0aBJeHbl y TeOS B APY3bAX, O TOM, YTO TeOsI B3JIOMAIM M, BO3MOXHO, OT TBOEro MMEHH Oyjaer
paccbuIaThCs CliaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

5. Ycranosu HaznexHbIi naposs (PIN) Ha MOOMIBHBIN TeneoH;

6. OTKIIIOYM COXpaHEHHE Maposis B Opaysepe;

7. He otkpeiBaii (haiinbl U Apyrue BIOKEHUS B MHUCbMaX, JakKe €CJIM OHM MPHUIIIH OT TBOUX
npyseit. Jlydie yTouyHu y HUX, OTIPABIISIIN I OHU TeOe 3TH (ailibl.

[udposas penyramms

Hudposas pemyranus - 3TO HEraTMBHAs WM TO3UTHUBHAs HH(poOpMalMs B ceTH O Tebe.
Komnpomerupyromas uHpOpmaius, pa3MelleHHas B HMHTEPHETE, MOXET CEepbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOeH peanbHOW >ku3HU. "lluppoBas pemyramms" - 3TO TBOW HMMHUIDK, KOTOPBIH
dhopmupyeTcst 3 HHGOpMaIUK O TeOe B MHTEPHETE.

TBoe MecTO KHUTEIbCTBA, Y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K MyONMKauuu JUYHOM HHQPOpPMAaLUU B
WHuTepHeTe, HE MOHKMMAas BO3MOKHBIX HociencTBUM. Thl faxe He CMOXELIb JOrajJaTbCs O TOM, YTO
¢dororpadus, pasMelieHHas S JeT Ha3all, cTana IPUIMHOM 0TKa3a NPUHATH TeOs Ha padoTy.

KoMmmenTapuu, pasmemnieHue TBoux (ortorpaduid W Apyrue ACHCTBUS MOTYT HE HMCUE3HYTh
JaXke Mociie TOro, Kak Thl UX yHalullb. Thl HE 3HACIIb, KTO COXPAHMI ATy WH(OpMAIHIO, Momajia JIu
OHA B IOMCKOBBIE CUCTEMBI U COXPAHUIJIACh JIU OHA, a TJAaBHOE: YTO MOJYyMAaIOT O TeOe OKpy’Karoliue
JIIOM, KOTOpPBIE HAWIAYT U YBUAAT 3T0. HaliT nH(pOpMAIMIO MHOTO JIET CITYCTSI CMOKET JII000H - Kak
U3 J00pBIX MOOYXKACHUH, TAaK U C HAMEPEHUEM ITPUUUHUTD Bpell. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aLTUTE IUPPOBON pEIyTaIIH:

1. Tlomymail, mpexkae 4YeM dYTO-TO IMyOJIMKOBaTh WM TIepenaBarh y cebs B Onore Wi B
COILIMAJILHOM CETH;

2. B nactpoiikax mpoduis yCTaHOBH OTPAHMYCHHS] HA TPOCMOTP TBOETO MPOGUs U €ro
COJIEP’KUMOT0, CIIENIAal €ro TOJIBKO " ISl Ipy3en';

3. He pa3memaii 1 He yka3biBali HHGOPMAIHIO, KOTOPass MOXET KOTO-TMOO OCKOPOJIATh WU
OOMXKaTh.
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ABTOpCKOE IIPaBO

CoBpeMeHHbIE MIKOJBbHUKH - aKTHBHBIE MOJIb30BAaTEIN IMGPOBOro mpocTpancTBa. OmHAKO
Jaiek0 HE BCE 3HAIOT, YTO MOJb30BAHWE MHOTMMH BO3MOXKHOCTSAMH LU(POBOro Mupa Tpedyer
coOJTI0/ICHUS TTPAaB Ha UHTEJUICKTYIbHYIO COOCTBEHHOCTD.

TepmMuH "HHTENIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K pa3IMYHBIM  TBOPEHUSIM
YEJIOBEUECKOr0 yMa, HauMHasi C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIONMIUX COOCTBEHHOCTH Ha
MPOAYKTHl M yCIyTd, W 3aKaHYuBas KHUTaMH, QoTorpadusiMu, KUHOPUIEMAMU U MY3BIKAIbHBIMH
MIPOU3BEACHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH,
JUTEpaTypl M HCKycCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KadyecTBE TapaHTUHU TOTO, YTO
MHTEJUICKTYaJIbHBII/TBOPUECKUI TpyJ aBTOpa He OyJdeT HampacHbIM, JAacT €My CHpaBeJUBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOEro TpyAa, MOJYyUYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 pa3pelleHus aBTOpa HE MOXET BOCIIPOU3BOJHUTH €r0 MPOU3BEACHUE, PACIIPOCTPAHITD, MyOJINYHO
JI€MOHCTPUPOBaTh, MpoJaBaTh, HMIIOPTUPOBATh, IIyCKaTb B TPOKAT, IYOJUYHO UCIHOJHSATH,
MOKa3bIBATh/UCTIONHATE B 3upe min pasmemiats B lHTepHeTe.

Hcrnonp3oBanne "MUpaTCKOro'" MPOrpaMMHOTO OOECICUYCHHS MOXKET MPHBECTH K MHOTUM
pHCKaM: OT MOTEPH JAaHHBIX K TBOUM aKKayHTaM 710 OJIOKUPOBKHU TBOETO YCTPOMCTBA, I/Ie yCTaHOBJICHA
HeseranbHasi mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JieTajbHble U OECIUIaTHBIC
IPOTPaMMBbl, KOTOPBIE MO>KHO HalTH B CETH.

O nopraine

CeteBUYOK.p( - TBOH ITaBHBIM COBETYHK B CETH. 371€Ch Thl MOXKEIIIb Y3HATh O O€30MTaCHOCTH B
CETH MOHSATHBIM M IOCTYITHBIM SI3BIKOM, & TIPH BOSHUKHOBCHUH KPUTHUYECKOW CUTYAIlMH OOPaTUTHCS 32
COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKYpPCAX U CTaTh CAMBIM LIU(PPOBBIM IPaKIaHUHOM !



